An X.500 and LDAP Database: Design and ImplementationTimothy A Howes <tim@umich.edu>AbstractThis paper describes the design and implementationof xldbm, an X.500 and stand-alone LDAP backenddatabase. The xldbm database supports efficientexecution of all queries, data modifications, and searchpruning using centroids, all using simple underlyingtechnology freely available on the Internet. Ourapproach to resolving various kinds of queries isdescribed, along with a performance evaluation andcomparison to other popular database packages.1IntroductionX.500 [1] and LDAP [2,3] define similar directoryservice information and query models. The informationmodel is centered around entries, which are composedof attributes. The entries are organized into a treestructure, usually corresponding to a geographical andorganizational distribution. The query models allowsearching of portions of the tree based on filter criteriainvolving attributes (e.g., entries with a surname of�Jensen�), and returning requested attributes from eachmatching entry. The model also defines operations foradding, removing, or changing entries in the directory.The X.500/LDAP model poses some interestingchallenges in database design. Searches have broadscope, spanning from one entry to the entire tree,making efficient index construction difficult. Severaltypes of primitive searches are involved, includingequality, substring, and approximate matching, andrange queries. Arbitrary boolean combinations ofsearch filters must be supported, requiring queryoptimization for efficient processing. Searches canspan multipe servers, following aliases or not. Datacan be arbitrarily distributed among servers by meansof knowledge references. Efficient alias and knowledgehandling during a search are key to good distributedperformance.We imposed an additional constraint on theunderlying technology in our system. It had to besimple and freely-available Internet software. We didnot want to require a commercial DBMS package, andwe wanted the system to be understandable by userswithout much effort. Also, our goal was to makeinstallation and administration of the system asstraightforward as possible.The database we have designed and implemented isbased on any of several freely available hash or btreepackages, such as GNU dbm [4], or the Berkeley dbpackage [5]. It handles all types of X.500/LDAPsearches efficiently, including full substring searches,several kinds of approximate searches, and, with anunderlying ordered database (such as a btree), rangequeries. The database is fully disk-based and makes useof caching and threading for good performance andhighly concurrent operation. It supports site-specificindex configuration and performance tailoring, andcentroids indexing for distributed search space pruning.The remainder of this paper gives an overview ofthe X.500/LDAP information and query models drivingour database design, followed by an overview of ourapproach to the problem. Section 4 gives details onhow we handle specific types of queries. Section 5describes our handling of aliases and knowledgereferences, while section 6 discusses how we usecentroids to provide efficient multi-server searches.Section 7 shows how modifications affect the databasestructure, and Section 8 reports some performancemeasurements and summaries various optimizationswe have implemented to improve performance.Finally, Section 9 discusses limitations of our currentdesign, and what might be done to eliminate them.2Overview of X.500 and LDAPX.500 is the OSI directory service. It defines aninformation model, determining the form and characterof information in the directory; a namespace, allowingthe information to be referred to and organized; and afunctional model, determining what operations can beperformed on the information.The information model is centered around entries,which are composed of attributes. Each attribute has atype and one or more values. The type determines theattribute�s syntax, which defines what kind ofinformation is allowed in the values. Entries arearranged in a tree structure and divided among serversby means of knowledge references in a geographicaland organizational distribution. Entries are namedaccording to their position in this hierarchy. Aliasentries are allowed, which point to other entries,circumventing the hierarchy. Figure 1 depicts therelationship between entries, attributes, and values andshows how entries are arranged into a tree.

2

Attr, Attr, ...AliasentryObjectentryFigure 1: The X.500 model is centeredaround entries which arecomposed ofattributes. Entries are arranged into a treestructure. Alias entries can circumvent thehierarchy.Functionally, X.500 defines operations forsearching, reading, and writing directory information.The search operation can span a single entry, an entry�schildren, or an entire subtree of the directory. Aliasentries can be followed automatically during a search,even if they cross server boundaries. There are alsooperations to read a single entry or list the children ofan entry. Operations are provided to add entries, deleteentries, and modify existing entries.LDAP, the lightweight directory access protocol,was originally developed as a front-end to the X.500directory. Naturally, it assumes the same informationmodel and namespace as X.500. LDAP is lightweightfor three main reasons. First, the functional model isless complicated. The read and list operations are leftout; they are emulated using search. Some of the moreesoteric and less-often-used features of other operationsare also not included.Second, LDAP runs directly over TCP or otherreliable transport. It avoids the overhead of the OSIsession and presentation layers, making connectionsetup and packet handling faster and simpler.Third, LDAP uses simple string representations formost syntaxes. While X.500 encodes data elements ashighly structured ASN.1 elements, the LDAP approachencodes them as simple strings. This is a bigperformance win in encoding/decoding speed andcomplexity.We have made minor extensions to LDAP so thatit can be used as a stand-alone directory service, notjust a frontend to X.500. The modifications involvethe addition of referrals to the protocol, and thedevelopment of a backend database supporting theLDAP information model and query semantics. Thesimilar X.500 and LDAP information and querymodels make database development for both a similartask. The same database design can be used to backendboth protocols, with only minor modifications (e.g.,to support the X.500 list and read operations).3ApproachOur approach to the X.500/LDAP database designproblem is a simple one. We wanted high performance,but not at the expense of complicated management,administration, or recovery procedures. We wantedreliability, but not the complications introduced by atwo-phase commit , roll-back or other guaranteed-reliable transaction protocol. We felt the system shouldbe understandable with little effort, and easy tomanage. In short, our goal was to develop a highly-functional system with good performance that was easyto administer and understand, and had reasonablereliability and recovery capabilities.We started with the simple two-part index structure,depicted in Figure 2. First, we assign each entry auniqne identifier by which it can be referred toefficiently. All entries in the database are maintained ina single index file, keyed by this ID. Entries are storedin this index using a simple text format of the form�attribute: value,� as shown in Table 1. Non-ASCIIvalues, or values that are too long to fit on areasonably sized line are represented using a base 64encoding, making entries in the index human readableand easy to reconstruct if lost. Given an ID, thecorresponding entry can be returned quickly andefficiently, for the cost of a single hash table or btreelookup, depending on the choice of underlyingtechnology. If other index files are corrupted ordestroyed, they can be regenerated from this one file.

id2entryid1 entry1...idn entryN

attribute indexvalue1 id1,...,idn...vlaueN id1,...,idn

Figure 2: Xldbm index structure. Theid2entry index stores entries in text form.The attribute indexes map values to lists ofentry IDs.Second, for each indexed attribute, we generateanother file containing a list of IDs of entriescontaining each value of the attribute. (See the detaileddiscussion on each query type below for an explanationof what each value actually is.) This index is keyed byvalue, making the retrieval of a list of IDs of entriescontaining a given value efficient. These indexes arenot text-based, nor are they meant to be read ormanipulated by users (except via a low-level databaseadministration program we provide, or indirectlythrough an X.500 or LDAP query). Vaues arenormalized before they are added to an index (e.g.,caseIgnoreString values are case-normalized,

3telephoneNumberSyntax values have spaces and dashesremoved). The original values are retained in theid2entry index and will be returned in a search.Additional indexes of this type are constructed forDistinguished Names, aliases and knowledgereferences. These specialized indexes are discussed indetail later.Table 1: Text entry representation in theid2entry index. The first line contains theentry ID. The second line contains theDistinguished Name. Subsequent linescontain attributes.12345dn: cn=Babs Jensen, o=Babsco, c=UScn: Babs Jensencn: Barbara J Jensensn: Jensen. . . Given this index structure, answering a simplequery is straightforward: look up the requested value inthe appropriate attribute index, returning a list of entryIDs; look up those entry IDs in the id2entry index,returning the resulting entries to the user. For reasonsdiscussed below, the entries read from the index filesmay be candidate entries, that is, there is no guaranteethat they actualy match the query. Therefore each entryhas the filter applied to it directly before it is returnedas a match. This also provides an opportunity to applyaccess control, size and time limits, etc.Using this simple index structure, we are able toanswer virtually any X.500/LDAP query efficiently.The requirements on the underlying database areminimal: index entries are read and written; entry IDsare inserted in and deleted from index entries. Onlyduring range queries and, optionally, some forms ofapproximate matching is some ordering on the indexesrequired, implying the btree, rather than hash file,backend.4Specific Query TypesThis section discusses xldbm�s index use in detailfor various types of queries. For all queries, the generalapproach is to consult one or more index files togenerate a list of entries. Depending on the query type,these entries may have the filter applied to themdirectly to ensure a match. Individual search primitivesare described first, followed by boolean combinationsof queries.4 . 1 Simple EqualityAn equality search tests for entries that have agiven value for a certain attribute. For example, acommonName of �Babs Jensen.� Satisfying such aquery using the xldbm index structure isstraightforward: the commonName index is consultedfor the list of entries corresponding to the value �BabsJensen.� Next, this list of entries is read from theid2entry index. The entries returned are guaranteed tomatch the filter.4 . 2 Approximate MatchingThere are several approaches to approximatematching. Phonetic algorithms such as soundex andmetaphone [] are popular, and there is ongoing researchinto spelling or other error-correcting algorithms suchas the one used by glimpse []. Currently, we supportboth soundex and metaphone, and have plans tosupport glimpse. For both phonetic algorithms wechose an approach that makes few assumptions aboutthe structure of the data (e.g., it does not assume namedata and attempt to extract a surname for matchingpurposes). This makes our algorithm appropriate for awide variety of data, and reduces the risk andcomplexity involved in assuming a semantic structure.The disadvantage is that we are unable to takeadvantage of any knowledge about the type of data toimprove performance.We treat the value being matched as a sequence ofwords. When building the index, a phonetic code isgenerated for each word in the value. The code is thenstored in the index, mapping to the ID of the entrycontaining the original value. The value given in anapproximate matching query is similarly broken intowords and then codes, each of which is looked up inthe index.An entry is considered to match the query if it has avalue containing words corresponding to all the givencodes in the proper order. If the query contains multiplewords, the lists of associated IDs are intersected toproduce the final list. The words must appear in thesame order in the value. Since ordering information islost in the index, the filter must be applied directly toeach candidate entry to determine if it really matchesthe query. Table 2 shows some example approximatematching queries and values to match against(including the corresponding phonetic codes generatedby the metaphone algorithm), and a brief explanationof why the value does or does not match the query.

4Table 2: Example approximate matches

Query

(codes)

Value

Match?Babs Jensen(BBS JNSN)Babs Johnson(BBS JNSN)Yes - matchBabs Jensen(BBS JNSN)Jensen Babs(JNSN BBS)No - match, butwrong orderJensen(JNSN)Smith(SMO)No - codes donot matchBob Smith(BB SMO)Bob A Smith(BB A SMO)Yes - matchBob A Smith(BB A SMO)Bob Smith(BB SMO)No - code for Ais missingThere are several options for code generation andmatching in the index. The simplest is to generatefixed-length codes of some maximum length. Thismakes generation and lookup simple. If the code lengthis too short, it can lead to unexpected matches becauseof code truncation (e.g., �Babs� matching�Babsikowjskvik� - both produce a code with BBS asthe first three characters). If the code length is toolong, it can lead to missed matches that should bereturned (e.g., �Howe� not matching �Howes�). Thesetwo problems are in conflict.The solution is to adopt a configurable �prefix�matching scheme in which a code is considered a matchif it contains the key code as a prefix. This solves themissed match probolem, but can still lead tounexpected matches as described above. To combat thisproblem, we add the constraint that the two codes mustdiffer in length by at most N characters, where N is anadministrator-defined constant. Setting N to zeroresults in strict code matching. Setting N to a largenumber results in strict prefix matching (e.g., �Babs�(BBS) will match �Babsik� (BBSK) and�Babsikowjskvik� (BBSKJSKFK)). Setting Nsomewhere in between results in more reasonablebehavior (e.g., �Babs� matches �Babsik�, but not�Babsikowjskvik�). We have found two to be a prettygood number for N.To support this variable prefix matching requiresthe underlying database to support prefix retrieval ofcodes. With a btree or other ordered method, this isstraightforward. With a hash-based scheme, it is moredifficult. For small values of N and a restrictedphonetic code alphabet (e.g., in the soundex scheme),it is feasible to generate all possible codes of greaterlength (up to N) and look them up. This methodclearly does not scale well, and our implementationonly implements variable prefix matching with anordered underlying database.4 . 3 Substring MatchingThe substring matching problem is one of the mostinteresting and challenging posed by X.500/LDAP.Both models support arbitrary substring matching ontext attributes. A query may specify a leadingsubstring, trailing substring, arbitrary internalsubstring, or any combination of these to be matched.We set out to design a scheme that was fast, efficientand flexible. A glimpselike approach, though efficientin terms of index space used, was not fast enough anddifficult to update incrementally (e.g., in response tomodifications). Other approaches involving fast patternmatching on values suffer from order N performancewhere N is the size of the data being searched.Our solution is to generate all substringcomponents of a fixed length for each value and indexthose. Additional anchors are added to each value,marking the beginning and end of the string. When aquery is presented, similar substring components aregenerated corresponding to it. These components arelooked up in the index and the resulting lists of entryIDs are intersected to form the list of candidate entries.These candidates then have the query applied to themdirectly, to ensure they match the query. This last stepis necessary since, as for approximate matching, theordering of substrings is not retained in the index.Figure 3 illustrates this process for the value �Babs.�BABS

^BABS$Babs

^BABABABSBS$

SubstringAttributeIndexFigure 3: Substring index generation forcomponents of length three. The value isnormalized and leading and trailing anchorsare added. Then all possible substrings oflength three are generated and stored in thecorresponding attribute index.Our experience shows that a component length ofthree is optimal for databases of around 100,000entries. The optimal length depends on the size of thedata being indexed, the type of data, and a time-spacetrade-off in query performance versus index size.Longer components result in each substring mappingto fewer entries, but the number of distinctcomponents increases. Shorter components reduce thisnumber, but increases the number of entries to whicheach component maps. The two extreme cases providesome insight: A component length of one means thateach letter is a component. For many types of data,this means that close to every entry will be listed foreach component, making the list of candidate entrieslong. A very long component length degenerates intothe equality index case, and no advantage is gained.

5Note also that the component length sets a lowerbound on the length of substring queries that can besupported (e.g., with a component length of three, aquery for *A* cannot be answered).In practice, this scheme works surprisingly well.For most data sets and query types, we have found theytend to contain some �power components� that help toreduce the list of candidates quickly. Pathological casesexist in which most entries are listed for eachcomponent. In such cases the �power� aspect may becontained in the component ordering, rather than thecomponents themselves, in which case the algorithmreduces to a substring search of the entire space, ascandidates are eliminated. We have found such cases tobe rare in practice.4 . 4 RangesFor attributes supporting some kind of ordering,the X.500/LDAP models support inequality queries forentries containing values greater-than-or-equal-to orless-than-or-equal-to a given value. Although often thecase in practice, there is no requirement that these twooperators be used together to form a bounded rangequery. With an underlying database supporting orderedretrieval, responding to such queries is easy. With ahash-based scheme, it presents a problem we have notyet solved, except in some specific cases.With ordered retrieval, a greater-than-or-equal-toquery is answered by retrieving the given value (or�smallest� value greater than it), and then steppingthrough subsequent values in the ordering. Theresulting lists of entry IDs are unioned together toform a single list of candidates. These candidates areguaranteed to match the filter, so there is no need toapply the filter directly to them. A less-than-or-equal-toquery is handled similarly. The first item in theordering is retrieved, followed by subsequent itemsuntil an item greater than or equal to the given key isreached. The resulting entry IDs are unioned to formthe result. If the query involves range of values (i.e.,greater than one vaue and less than another), obviousoptimizations can be made. The efficiency of thismethod is proportional to the number of keys in therange.With a hash-based scheme, ordered retrieval is notpossible. In some cases, where the ordering can beapproximated by a substring search, a hash-basedapproach can still provide results. For example, anattribute containing UTC time values has thisproperty. A query requesting entries with a time greaterthan or equal to 1994 and less than or equal to 1995produces the same results as a substring query for atime with a leading substring of �1994� (plus thesimple case of a time equal to 1994). This worksbecause UTC time has a concrete string representationthat is lexicographically increasing. The situations inwhich this approach works are limited.4 . 5 Boolean CombinationsAs with any database, one of the most challengingproblems is the support of arbitrary queries. If thequery set is restricted and can be predicted ahead oftime, design is simplified. In the case of X.500/LDAP(as with the relational model), there is no limit to thecomplexity of queries. The method by which thesequeries are built is straightforward, though, making thetask easier. Boolean combinations of queries includeconjunction (AND), disjunction (OR), and negation(NOT). If X and Y are queries, so are �X AND Y,� �XOR Y,� and �NOT X.�Conjunctive queries are easy to handle. A list ofcandidates is produced for each conjunction and thenintersected. Note that it is not necessary to evaluatecandidates before the intersection.Disjunctive queries are similarly straightforward. Alist of candidates is produced for each disjunction andthen unioned. Again, candidates need not be evaluatedbefore the union takes place.Negation queries are more difficult. A simpleapproach is to produce a list of candidates matching thequery and then subtract it from the list of allcandidates. Unfortunately, since the original list maybe only a list of candidates not guaranteed to match thequery, blindly applying this approach can lead to lostmatches. The solution is to apply the query (beforenegation) to the list of candidates before performing thesubtraction. This produces correct results, but can beexpensive.For example if the query is for entries notcontaining an objectClass of person and the databasecontains a million entries, only one of which is not aperson, the method degenerates into a linear search. Inthis case, it would be more efficient to step throughthe values of the objectClass attribute, buildingcandidates from the ones matching the query. Bybuilding more knowledge into the database (e.g., howmany distinct values are in an index), NOTperformance can be improved.5Aliases and Knowledge ReferencesAliases and knowledge references provide similarchallenges to database design. Both features createsituations where a search must be continued �outside�of the original search scope, perhaps even outside theoriginal server handling the query. Of the two, aliasesare more problematic because they can point anywhere,there is no consistency requirement, and they are user-creatable.A search that does not have the searchAliases flagset in X.500 or the alias flag set to derefAlways or

6derefSearching in LDAP is not affected by aliases. Ifone of these flags is set, indicating that aliasesthemselves should not be searched, but rather whatthey point to, a new phase is added to the searchprocedure.The key to handling aliases is to identify thosealiases that point outside the scope of the search. If analias does not �escape� the scope of the search, theentry it points to will be searched automatically(because it is contained within the scope, not becausean alias points to it - why it gets searched isimmaterial, as long as it does). Once such aliases areidentified, the search is continued with the entries towhich they point (either the entry itself for a one-levelsearch, or the entry and all its descendents for a subtreesearch). Base object searches are easy to handle byexamining the entry directly, and do not require anyspecial indexing.To efficiently identify aliases that need searching,two new indexes are maintained, one for one-levelscopes, one for subtree scopes. For each non-leaf entry,the one-level index contains an entry containing theentry IDs of alias children of the entry that do notpoint to other children (i.e., aliases that escape the one-level scope). Similarly, the subtree index containsentry IDs of alias descendents of the entry that do notpoint to other descendents. During a search, the list ofcandidate entries is generated as before, and then theappropriate alias-scope index is consulted to determineif there are entries outside the scope that should besearched. Figure 4 illustrates this process for a sampetree.

12345One-level alias index1 3

Subtree alias index1 3

Figure 4: Alias scope index. A subtree orone-level search starting at entry 1consultss the appropriate index anddetermines it needs to continue the searchwith the entry pointed to by entry 3.Knowledge references are handled via a similarapproach. Indexes are constructed for one-level andsubtree knowledge references. Given a search scope andthe entry ID of the base object, the list of knowledgereferences within that scope can be quickly retrieved. InX.500, these knowledge references are either used tochain the search or returned as continuation referencesto the client. In LDAP, knowledge references arereturned as referrals (more on knowledge references andtheir relationship to centroids in Section 6). Figure 5depicts the structure of the knowledge reference index.

2One-level KR index1 2

Subtree KR index1 2

1Figure 5: Knowledge reference scope index.A search beginning at entry 1 is continuedat the server identified by the knowledgereference contained in entry 2.Maintenance of the alias and knowledge referenceindexes is non-trivial but straightforward. When a newalias entry is added to the tree, the one-level alias entryfor its parent may need updating (if the alias does notpoint to a sibling entry). The subtree alias entry foreach ancestor may also need updating. For knowledgereferences, the same is true.This approach allows the efficient identification ofalias and knowledge references at which a search mustbe continued. Aliases can be particularly troublesomefrom a performance standpoint. If many aliases escapethe scope of a search, each one must be searchedindividually, causing a significant performance penalty.It�s hard to see a general solution to this problem thatguarantees good performance, and we feel this is adesign deficiency in the X.500 and LDAP models.6CentroidsA weakness of the X.500/LDAP model is its lackof support for wide-area searches. The hierarchicalscheme works well for searches whose scope can berestricted using the namespace. For searches that do nothave this property, the model degenerates to a search ofthe entire tree, contacting every server. Clearly, thisapproach does not scale well.Several solutions have been proposed, includingalternate hierarchies; special �yellow pages� portions ofthe tree where attributes are organized to facilitatealternate searching; �alias� trees that collect pointers toinformation in other servers; and out-of-banddistributed indexing to help prune the search space. Allthese schemes have their advantages, but we chose thelatter approach for our system. It averts many of themaintenance and consistency probems of using aliases,and does not require the global cooperation necessary to

7implement an alternate namespace. It also has theadvantage of presenting a consistent model to clients;they see the same tree as always, searches just happenmore efficiently.We chose to use centroids as our distributedindexing framework. Adapted from work by Salten [],and originally proposed for use on the Internet in theWHOIS++ system, centroids have the potential toprovide efficient wide-area searching in theX.500/LDAP model. We have adapted centroids to thismodel, and included a few extensions that allow us tosupport the more flexible query language defined byX.500 and LDAP.The basic centroid model involves generating thelist of distinct words in a database. This list is called acentroid of the database. If centroids are generated formany such databases and given to another server, theserver can consult the list of centroids to determinewhich low-level databases might hold the answer to aquery. An trivial example is shown in Figure 6.Babs JensenBabs JohnsonBjorn JensenBabs JensenLars JohnsonBabsJensenJohnsonBjornLars

server Aserver BA,B

server C

A,BA,BABFigure 6: Centroid example. A centroid is alist of distinct words in a database. A serverthat collects centroids from other servers isable to determine which servers are likely tobe able to answer a given query. A searchinvolving the word �Bjorn� can be directedonly to server A.We modified the centroid model to include wholevalues, rather than words. Simiar modifications weremade by the desighers of SOLO [], who use centroidsfor navigation and searching. The use of values in thecentroid enables a broader range of searches to besupported (e.g., substrings), and fewer �false positives�to be returned. There is a trade-off, of course. Thecentroids produced are larger, not having as attractivecollapsing properties as their word-orientedcounterparts. Table 3 provides a comparison betweenthe word and value approaches to centroid generation.Tablle 3: Word versus value centroidcomparison. Word-based centroids tend to besmaller, but value-based centroids allowmore accurate and flexible query resolution.In this example, the word centroid issmaller by one �Babs� and one �Jensen,� butgives a false positive match for a query for�Bjorn Johnson.�

Values

Word centroid

Value

Babs JensenBabs JohnsonBabs JensenBjorn JensenBabsJensenJohnsonBjornBabs JensenBabs JohnsonBjorn JensenIncorporating centroids into the X.500/LDAPmodel is not difficult conceptually. A search isinitiated at some point in the hierarchy. Normally, aserver would search its own data and chain or refer thesearch to all servers holding data below it in the tree. Ifa server holds centroids for these servers, it can consultthem and only chain or refer the search to those serverspossibly able to satisfy the query. Figure 7 illustratesthis process.f i x Figure 7: Search-space pruning usingcentroids. A server holding centroid data forservers below it in the tree only chains orrefers the search to those servers possiblyable to answer the query.In our database design, we introduce the concept ofa centroid entry. Conceptually, the entry holds anentire centroid, along with access information for theserver that generated the centroid. (In ourimplementation, this information is contained inthename of the centroid entry.) The values in the entry areadded to the indexes just like normal values. During asearch, the indexes are consulted as usual, returning theID of the centroid entry. Here the handling of centroidentries differs from regular entries. Instead of returningthe entry to the client, the search is continued usingthe access information in the centroid entry, or theaccess information is returned to the client so it maycontinue the search.This implementation of centroids has severaladvantages. First, it was very easy to implement. Oncewe developed the index structure described in theprevious sections, it took literally less than a dozenlines of code to support centroids. Second, the pruninghappens through the normal indexing consultationprocess. Third, the centroid generation and additionprocess is done using normal DAP or LDAPoperations. Centroids are added using the add operationand deleted using the delete operation. Existingcentroids are modified using the modify operation (e.g.,in response to incremental changes to the centroid). Aseparate process is responsible for using theseoperations to generate and apply centroid changes toand from the database. This makes it easy to add new

8schemes later, or change the existing scheme.7ModificationsBoth X.500 and LDAP support adding, deleting andmodifying entries in the directory. They assume thatread requests of the directory are far more frequent thanwrites, but modify performance is still an issue. Inboth models, every set of modifications must eithersucceed or fail as a group. Although we do not providea transaction system with roll-back capability, we dominimize the time during which a serious failure canoccur.A modification is implemented as a three-stepprocess. First, an in-memory copy of the entry ischanged. If this fails, or the entry fails to satisfy thedirectory schema requirements after the modificationsare applied, the operation is aborted. Second, theaffected indexes are updated. This involves insertingand deleting entry IDs from index entries. If anythinggoes wrong here, the operation is aborted. Third, theid2entry index containing the entry itself is updated. Incase of a catastrophic failure, this is the only file thatis crucial. The other indexes can be reconstructed fromthe id2entry index. So, the only critical section of themodify is the update of the id2entry index. Since eachentry is represented in the index by a contiguoussequence of characters, the update of this index can bedone with a single write operation, further reducing therisk.In practice, we find this level of reliability adequate,especially when combined with the ability to doreplication, which we have implemented. A fulldiscussion of our replication strategy is beyond thescope of this paper, but changes are logged to a filewhich is then read by a separate replication process,responsible for distributed changes to any number ofreplicas.8Performance EnhancementsAs described, the system works surprisingly well,especially considering its simplicity. We have madeseveral enhancements that have significantly increasedperformance, especially on modifies. First, our originaldesign called for a separate index file for each attributeand index type (i.e., for each attribute files for theequality index, substring index and approximate indexare created). To reduce the number of indexes open atone time, we have combined these three files into one.Doing so required the addition of a prefix scheme forstoring the value keys in order to avoid conflicts.Equality keys are prefixed by �=�, substring keys areprefixed by �*�, and approximate keys are prefixed by�~�. This reduces by a factor of three the number ofopen indexes necessary, with little impact onperformance.Second, our original design called for index entriesas single blocks of entry IDs. In practice, these blocksbecome quite large. For example, in our database thereare close to 100,000 people entries, causing the singleobjectClass index entry for the value person to beabout 400,000 bytes (100,000 entries * 4 bytes perentry ID). If an entry is added, this index entryincreases by one entry ID, causing the entire 400Kblock to be rewritten. This caused a severe performancepenalty. To combat the problem, we introduced ascheme in which index entries are broken up into filesystem-sized block fragments. Small blocks are storedas before. Large blocks are accessed with a level ofindirection through a �header� block which points tothe fragments. A slight penalty is paid when the blockis read (several small reads take longer than than onelarge one), but the performance increase on a modify issubstantial. Generally, only one fragment needsupdating.Third, we noticed that some index entries,particularly in the substring index, were so large thatthey contributed little to reducing the number ofcandidates. Worse, such blocks contribute to poorperformance, both on reads and writes. To reduce theeffects of such large blocks, we introduced the conceptof an allIDs block. The allIDs block is a simpe stand-in for a block containing all entry IDs in the database.It contains a single flag-valued entry ID, making itvery small. The allIDs block acts like the universal setin index operations. The block size above which ablock is replaced by an allIDs block is configurable.The optimum size depends on the database size andcontent. In practice, we have found a size of between5,000 and 10,000 entry IDs to work well for our100K-sized environment. Pathological cases exist inwhich this approach leads to a linear search of thedatabase, but we have found these cases to be rare.Finally, our biggest performance enhancementcomes from extensive use of caching. The mostexpensive part of the search operation is the reading ofcandidates from the id2entry index, and the subsequentapplication of the filter. We maintain a configurablein-memory cache of entries, keyed by DN and by entryID. Table 4 shows a comparison of some typicalsearches, with �cold� and �hot� entry caches. We alsomaintain a cache of open index files, and theunderlying hash or btree database keeps a cache of itsown.Table 4: Effect of caching on performancefor various queries.

Query

Cold cache

Hotcache cn=Babs--cn=*Babs*--cn~=Babs--

99LimitationsOur scheme performs well, but it does havelimitations. First, the scheme will not scale to morethan a few hundred thousand to a million entries. Thealgorithms are sound, but the use of simple filesystem-based hash and btree packages incurs aperformance penalty. Replacing these underlyingsystems with a DBMS system would undoubtedlyimprove performance and increase the number ofentries the scheme can handle.Second, we feel modify performance is stillunacceptably poor. The limiting factor here again isthe underlying database package. A file system-basedapproach, not optimized for modification, nor for ourapplication in particular, simply cannot compete witha commercial DBMS.Finally, the user-friendy text representation used tostore entries in the id2entry index slows down thereading of entries. Especially in the X.500 case, thereis significant time spent converting from the textformat to an internal representation. Storing entries inBER-encoded ASN.1 (the representation used on thewire) would greatly improve this performance. It wouldrequire developing new BER-aware versions of manyutility routines, including things like strcmp andfriends.1 0 SummaryThis paper describes the design and implementationof xldbm, a backend database for X.500 and stand-aloneLDAP. The system uses simple freely-availabledatabase technology and provides good performance,reliability, and recovery. Xldbm handles virtually alltypes of X.500/LDAP queries efficiently, includingfull substring and approximate matches. Aliases andknowledge references are handled through clever indexconstruction. Centroids have been adapted for use as asearch space-pruning device. Several performanceenhancements have been implemented, making thesystem perform surprisingly well.1 1 AcknowledgementsThis material is based upon work supported by theNational Science Foundation under Grant No. NCR-9416667.References[1]The Directory: Overview of Concepts, Models andService. CCITT Recommendation X.500, 1988.[2]W. Yeong, T. Howes, S. Kille, LightweightDirectory Access Protocol. Request ForComments (RFC) 1777, March, 1995.[3]T. Howes, S. Kille, W. Yeong, C. Robbins, TheString Representation of Standard AttributeSyntaxes. RFC 1778, March 1995.Author InformationTim Howes is a Senior Systems ResearchProgrammer for the University of Michigan’sInformation Technology Division. He received aB.S.E. in Aerospace Engineering, a M.S.E. inComputer Engineering from U-M, and is completing aPh.D. in Computer Science. He is currently projectdirector and principal investigator for the NSF-sponsored WINX project, and in charge of directoryservice development and deployment at U-M. He is theprimary architect and implementor of the U-M LDAPdirectory package, the DIXIE system, the GDA X.500DSA, and a major developer of the QUIPU X.500implementation. He is author or co-author of severalpapers and RFCs, including RFC 1777 and RFC 1778defining the LDAP protocol. He is chair of the IETFAccess, Searching, and Indexing of Directories workinggroup, and an active member of the ACM and IEEE.